( - SECURITY SQUAD)

KNOW WHAT AN ATTACKER /
CANACTUALLY EXPLOIT. [/

Security testing delivered by anin-house team of
certified ethical hackers, not a network of freelancers.
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(TEAM CREDENTIALS )

TESTED BY ATEAM THAT MEETS
INTERNATIONAL STANDARDS.

Vs

Certified Red Team
Operator

I 4
Hands on exploitation Certified Ethical Hacker Licensed Penetration
under exam conditions Tester
J \§
REGISTERED WITH ASPI Indonesian Payment System Association
ISO 27001:2022 Information security management standard
OWASP, PTES, NIST SP 800-115 Internationally recognised testing methodology
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CWhere This Starts)

NOT AS SECURE
AS YOU
BELIEVE



(Why This Matters)

A SMALL VULNERABILITY

A security weakness exists in
the system, often without the
internal team being aware of
it.

Financial Loss

The weakness is exploited by
an unauthorised party to gain
deeperaccess.

Data, functions, or other
internal systems become
exposed as aresult.

REACH
BUSINESS

Theissue stopsbeinga
technical matter and starts
appearinginthe numbers.

Legal Exposure




C A Short Definition )

PENETRATION TEST

‘ A controlled attack on your systems,

We map your systems, Our team testsidentified We document every
technologies, and weaknesses strictly finding with evidence, risk
possible entry points within the scope agreed level, and potential

before testing begins. withyouinadvance. businessimpact.

We provide concrete
steps yourtechnicalteam
canactondirectly.



( A Common Question )
“BUT WE ALREADY HAVE SECURITYTOOLS ~”

WHAT YOU ALREADY HAVE WHAT A PENETRATION TEST ANSWERS

Automated detection running on a schedule @® Directtesting performed by security professionals
@® \Verification of whether a weakness can genuinely
Detection of known patterns and vulnerabilities be exploited

o _ . . . @ Testing of combined vulnerabilities, attack paths,
Findings listed individually, inisolation and business logic

® Documented evidence andreproducible attack

Automatedreports without manual validation paths

We do notreplace your security tools. We prove what those tools cannot.






( Testing Coverage )

YOUR DIGITAL BUSINESS HAS
MORE THAN ONE WAY IN.

Ol  Web Applications

Public websites, customer portals, andinternal
applications.

02 APIs

Backend endpoints, integrations, and third-party
connections.

03 Mobile Applications
IOS and Android applications used by your customers.

04 Infrastructure
Servers, cloud environments, and network configuration.

the deeperthe access, the greater the impact



( What You Receive )

A PENETRATION TEST MUST PRODUCE
SOMETHING YOU CAN ACT ON.

EXECUTIVE SUMMARY DETAILED FINDINGS
An overview of the security position and key risks for Each finding withitsrisk level, affected assets, and
non-technical stakeholders. technical explanation.
EXPLOITATION EVIDENCE REMEDIATION RECOMMENDATIONS
Documented proof showing how each vulnerability Concrete steps your technical team can execute to
canbe exploited. close each gap.

( )

RE-TEST O 5

Re-validation to confirm the vulnerabilities addressed are genuinely FREE RE-TEST INCLUDED
closed, not simply reported as resolved. Included free with Full Pentest;

available as a paid add-on for Pentest Checkup.




( HowWeWork)
FIND. FIX. VERIFY.

Find
|dentifying real vulnerabilities

through manual, targeted testing
rather than automated scan results

alone.

Verify
Fix Performing are-testto confirm
Providi diati the vulnerabilities addressed
roviding remediation are genuinely closed.

recommendations your technical 03 02

team canact ondirectly.

a closed cycle, not a one-off report



(Why LOGIQUE)

SECURITY TESTING
BACKED BY REAL

ENGAGEMENT
EXPERIENCE.

IN-HOUSE

ONETEAM, FROM START TO FINISH

Not a rotating network of freelancers. The same team
handles discovery throughre-test, so context about
your systems is not lost partway through.

CERTIFIED

STANDARDS MET BEFORE THE ENGAGEMENT BEGINS

Every tester holds international security certifications
before being assigned to client work, rather thanrelying
oninternal training alone.

STRUCTURED

METHODOLOGY YOU CAN STAND BEHIND

We follow the same references used by global auditors,
soresults can be defended to auditors, regulators, or
your own clients.




( Proven Experience )
TRUSTED ACROSS INDUSTRIES.

( Finance ) ( E-commerce ) ( Automotive )

100+ In-House ASPI

Penetration tests completed Full-time security team, not Registered with the payment
forenterprise clients freelancers systems association

EVERY FINDING IS ASSIGNED A MEASURABLE RISK LEVEL

We use the CVSS scale, the samerisk scoring standard applied by auditors and regulators, so remediation priorities do not
depend on opinion.

LOW MEDIUM HIGH CRITICAL

Remediationruns fromright to left: the highestimpact items are addressed first.




( Service Options )
CHOOSE THE DEPTH OF

TESTING THAT FITS YOUR
NEEDS.

FASTEST ENTRY POINT MATCHED TO YOUR REQUIREMENTS

Pentest Checkup Full Pentest
<7Working Days) (Black Box) (Grey Box) ( White Box )

® Focusedonthe mostcritical vulnerabilities ® Broaderand more thorough testing coverage

® Suitable foraninitial view of your security position ® PERUNEEIUSEEe (o thSEEEsss IS e i [Beeigs
agreed

® Fixedrate, scope defined upfront ® |ncludes1x freere-test

® Re-testavailable as apaid add-on

Our pricing principle: fixed rates, no hidden costs, determined by the scope
agreed togetherratherthan negotiated after the fact.



C NEXT STEP )

READY TO KNOW WHERE
YOUR SECURITY STANDS?

Discuss your systems, objectives, and
testing scope with the LOGIQUE.

Talk to us on WhatsApp Send us an email

LOGIQUE | logique.co.id




